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FIG. 2 
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MEMORY 



NETWORK 
INTERFACE 
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DISTRIBUTOR ASSIGNS IDENTIFIER 
TO EACH PIECE OF SOFTWARE SOLD 
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AT PREDETERMINED INTERVALS, A 
GIVEN USER INITIATES UPDATING OF 

ITS SOFTWARE BY SENDING IN A 
LIST OF PROGRAM IDENTIFIERS TO 
THE DISTRIBUTOR 
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THE DISTRIBUTOR VERIFIES THAT THE 
IDENTIFIERS ARE VALID, AND THAT THEY 
HAVE NOT BEEN USED FOR UPDATES 
IN THE CURRENT TIME INTERVAL 
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FIG. 3 



FOR EACH PIECE OF SOFTWARE 
DETERMINED TO CORRESPOND TO A VALID 
UPDATE REQUEST, THE DISTRIBUTOR 
SENDS OUT THE CORRECT UPDATE 
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UPDATE IS APPLIED 
TO USER SOFTWARE 
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USER RECEIVES SYMMETRIC KEY 
FROM DISTRIBUTOR AS PART 

OF UPDATE FROM CURRENT TIME 
INTERVAL f TO NEXT TIME INTERVAL f+1 



USER SOFTWARE ENCRYPTS AT 
LEAST A PORTION OF ALL FILES 
IT GENERATES IN CURRENT TIME 

42 • A INTERVAL t USING SYMMETRIC 

KEY K t COMPUTED AS f{K t+A ) 

AND COMMON TO ALL COPIES OF 
THAT VERSION OF THE SOFTWARE 



EACH FILE IS LABELED WITH 

44 . 1 THE TIME INTERVAL IN WHICH 

IT WAS LAST MODIFIED 



FIG. 4 



